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Pa3spaboTtumkm npotokona SIP

e Paspabomkan SP sanmaiack opranveaLys |ETF MMUEIC Warking Group. Mpotokon
Havan paspabatbBaTses B 1996 ropy Xervrom Lyrspm (Henning Schulzrinne,
Kornymonickim yHBepeuTet) 1 Mapkom XsHom (eepeumeTekim komnemk J bHooHa).
B HosiEpe 2000 ropa SP Bbin yTBemKOEH Kak CUrHasbHb M MPOTOKON rMpoekTa 3GPP u
OCHOBHOW MPOTOKON apxuTeKTypbl IMS (Mopydwvkauys 3GPPTS24.229). SP —opvH B

MPOTOKQMNOB, AKTVBHO UCTONb3YHALLYIXCS IR Nepenaym pem yepes iHTepHer (Voice
over IP), Hapsamy c H323.

= Nihol



APXUTEKTYpa CeTu

e [poroxkan SP MMeeT KIVEHT-CEPBEPHYHO APXUTEKTYPY.

e KrveHT Bb|0A€ET 3arMOCh|, C YKa3aH/eM Toro, YTO OH XO4eT MaryymTb oT cepeepa. Cepeep movHAMaET U
06pabaTbBaeT 3arpoch|, Bb|OAET OTBETH| CoOgKaLLye yBenpMieH/e 00 YCreLLHOCTU Bb NOMHEH/S
3arpoca, yeegoMieH/e 00 oLmbke W HhopMaLAG 3arPOLLEHHYHO KIEHTOM

* ObcmyKBaH/E BbBOBA pacrpengerieHo Mexxay pasivHHb M/ aneveHTamn cem SP. OcHoerb M

(hyHKLOHE/BHE M S/IEMEHTOM PEVByHALLYM hyHKLYM YTPABTEH/R COBMVHEH/EM SIETFETCH
aboHeHTCKM TepMAHa OcTarbHb e 3NeMeHTbI CETM MOryT OTBEMA T 33 MAPLLPYTVEALIV0 BbBOBOB, 3

WHO g ONXaT 01 MpeaocCtasneH Nornor-reSbHb IX CePpBACOB

= Nihol



Cepeep TenethoHa oracHo NMyBrnkoeaTb B Ny&iMHOM ceTv

9P protocal Bcerga Ha MULENe Y 30yMb LLNEHH/KOB /w

« DoS/DDoS aTaka MOMMKET HAPYLLUTL He TOMBKO paboTy YoAnEHHbIX COTPYOHAKOB HO U i"f
MepCcoHa Ha MeCTax

* KoMpoMeTaLys ranocoebIX JaHHb X MOPKET HAHECTU 6orbLLDU YLLEPD BrsHecy

TCP 5061 SIP

TCP 5222 XMPP

TCP 9443 WebRTC, REST, XMPP

TCP 7443 BOSH/XMPP

TCP 80 HTTP

TLS 443 HTTPS

ubpP 3478 STUN

ubP 50000-55000 RTP relay -

ubP 35000-40000 RTP media \ N l h 0 l



ASBCE?

Session Border Controller for Enterprise

e (SBCE) (Legacy)

by Avaya

gl Cisco Unified Border Element (CUBE)

cisco .
by Cisco

"Deployment was easy but the updates were a bit complicated, depend of the

‘cube experience”

version.”
For general is a excellent product, it have a friendly platform for we have just integrated Cube gateway into our systems.lt is working
configuration and deployment, Avaya have a lot of information and high performance and its structure is very clear ..

documentation to bring solution. The mobile and sip trunk services ...

oC Mediant
B by AudioCodes

"Solid SIP endpoints and gateways”

Oracle Communications Session Border

ORACLE

Controller

by Oracle

"Oracle SBCs - The gateway to our Business voip customers.”

Oracle's Session border controllers are the gateway to our business
VolP customers. It's used on all our flagships products like IP flex
reach, VDNA and AVOICS.

€ ribbon Sonus SBC 7000 Series

by Ribbon Communications

"Works as designed and has strong support”

solid devices with lots of customizations, need to have a good , , . L ,
. : . Vendor is very responsive to issues and it's nice to have a dedicated >
understading of SIP protocol before you deal with these devices l 0

support team (at the management level anyway)
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2000 ; 22 roga Hasag

dapem,. CesspHan
Kaponmnura,.SosegumHeHHbe LLUTaTed

M posor

Arnad Macaper [ reHepanbHe |
OupeETo )

Fupand O=. Maslpat {
PHMHAHCOERE OWpeETOD )

LdepoEsie EOrRIBY HHES LA OGHHEBE
NPCOYETHEl, YormyTH

A 297 munnyaapna gonnapos
LS (2021 i)

r
150 arnneoHos gonnapos LA

(2021 r.)

r
—13 pEnnmEaoHos gonnapos LS

(2021 r)
w

5, 599 mannuapaa gonnapos LS
(2021 r.]

ik
SOZ parnnMoHa gonnapos LA

(2021 r.)

B 1995 roay Lucent Technologies 6bina BbigeneHa us
AT&T , a 3aTeM Lucent Bbigenuna cobcTBeHHbIe
nogpasnaeneHuUs B NOMNbITKe PeCTPYKTYpPUPOBaTb CBOU
boprowmecs onepauyun.

3aTtem B 2000 rogy Avaya 6bina BbigeneHa U3 Lucent kak
oTpenbHasa komnaHusa (Lucent o6beguHunack c Alcatel
SA B 2006 ropy, ctaB Alcatel-Lucent , koTopas, B cBotlO
ovepenb, 6bina kynneHa Nokia B 2016 rony). C 2000 no
2007 rop, oHa ocTaBanacb ny6nM4YHou KomnaHueu. B
okTaa6pe 2007 ropa Avaya bbina npuobpeteHa oByMS
YaCTHbIMU UHBECTULMOHHbIMK KoMNaHUaAMU, TPG Capital
n Silver Lake Partners, 3a 8,2 Munnuapaa ponnapos.

19 anBaps 2017 ropa Avaya nopgana 3asiBfieHue 0
6aHKpPOTCTBE B COOTBETCTBUMU C rnaBou 11

15 nekabpsa 2017 ropa oHa cHOBa cTana Ny6anyHou
KOMMNaHueWn, Topryrouwencsa nog 6mpxxesbiM kogoM AVYA
Ha NYSE.
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AVAYA SBCE - LAYERED SECURITY APPROACH w Nihol

/_\ | ----DMZ---- SIP TRUNKING

Carrier /
Qutsourcer

AVAYA

P Office

ENTERPRISE | COMPREHENSIVE SECURITY

» Threat Protection, Privacy, Policy Enforcement,
Access Control

» Protection from Toll Fraud, DoS, DDoS, MitM. ..
» Full featured VPN’less Remote worker

» Layer 7-deep packet inspection and signature
based protection



ASBCE - READY FOR CLOUD DEPLOYMENTS
= Nihol

Large Enterprise, Multi-site, Remote Worker
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Remote Office Data Center with AACC Aura

Avaya SBCE \ I @
Avaya SBCE Avaya SBCE
P N CARRIER MPLS CORPORATE WAN
- Avaya SBCE lmrl wm—l
Call Center Agents (s Avaya SBCE Avaya SBCE
‘ ' HH. ®
..... . SEENes -

Main Campus

Main Campus Multiple Buildings



JoctyrHocTs cepacoB AVAYAUegpesIBE. W Nihol

* ASBCE no3sonsaet 6e3onacHo
OpraHn3oBaTb NogKkntoyeHue K SIP-
TenedpoHnKn, obecneymBan CoOKpbITUE
BHYTPEHHEN TONONOIMU U 3aLWUTY
CeTn OT BO3MOXHbIX aTaK Ha YPOBHe
NPOTOKO/10B BbICOKOIO YPOBHA

 ASBCE obecneuynBaeT BO3SMOXHOCTb
NOAKNOYEHUA K BHYTPEHHUM
pecypcam opraHu3aumm
nosib3oBaTesien n3s cetu Intranet,
obecneuymnBas Kak paboty
CTAaHOAPTHbIX M NPONPUETAPHbIX
GYHKUNN TaK N BO3SMOXKHOCTb
MaKCuManbHO obe3onacuTb
BHYTPEHHIO MHPPACTPYKTYPY OT
NOTEHUMANbHbIX Yrpo3

Enterprise SIP

NEIWDI’K Remote

ASBCE Worker

- 5|3

Remote
Enterprise SIP Waorker

Network
I

% ASBCE Firewall
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E E@ )i —— i
T 1 1 L
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Unified Mobjlity Audio/Vldeo

Messaging | Conferencing

Ol ; N
Shh UNIFIED

COMMUNICATIONS call

Presence :

: y ) ~ Recording
Instant Hosted |
Messaging Desktop Sharing Fax
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BapviaHTb 1 ycTaHoakm ASBCE

Q. redhat

T S gl

N Microsoft

vmware
= o KV
.,.—./.j‘ / D _\ "
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Mid-range

Low Range

Appliance Model

Dell R330

Virtual Appliance
vMw

Nutanix AHV on Nutanix
Appliance

Virtual Appliance
KVM

Portwell CAD0230

SIPREC with
SIP trunking
replicated
Sessions

Scopia
Video

Sessions

Internal
AAMS
Transcoding
Sessions

Same as above

Same as above

Same as above

Same as above




MtmarbHb e TpebosaHm

Variant
Resource
SBC Small SBC EMS

vCPU core 4 dedicated cores 2 dedicated cores 3 floating cores

vCPU reservation 8800 MHz to 9600 MHz | 8800 MHz to 9600 MHz | 6600 MHz to 7200 MHz

Minimum CPU speed

based on Xeon ¥5670 or |22 GHz 22 GHz 22 GHz

equivalent processor

Memory reservation 8 GB 4 GB 8 GB
Automatically provisioned | Automatically provisioned | Automatically provisioned
to minimum required to minimum required to minimum required
storage — thin storage — thin storage — thin

Storage . provisioned provisioned provisioned
160 GB — thick 160 GB — thick 160 GB — thick
provisioned provisioned provisioned
(Recommended) (Recommended) (Recommended)

Network Interfaces

6 Virtual Interfaces

4 Virtual Interfaces

2 Virtual Interfaces

= Nihol
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APXUTEKTYPA
U: User Interiaces ﬁ
* EMS — ynpaBnaowmm KOMNoHeHT. OH He XPaHUT V(A
6 9%
Ha cebe KOHPUTYPALUUNOHHbLIX AaHHbIX, @ TONbKO G
MHPOPMALUIO O TEKYLLUUX COeaUHEHUSAX. - s
EMS
5 M
* SBC — npepgocrasnaowmm cepBnUCbl KOMMNOHEHT. V
MoKeT paboTaTb Npn BPEMEHHOM OTCYTCTBUM 5B SBC
EMS prEEE T

* MoxHo aybamnpoBatb Kak EMS, Tak n SBC. Npwu +

3TOM MoxKeT bbiTb A0 12 HA nap SBC nog EMS foer— [y — |

ynpasneHmem ogHon HA napbl EMS.




BapviaHTb 1 movveHeHs

Internal Firewall

-
EE
‘ INTRANET

DMZ

= s g
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External Firewall
Enterprise Network

= Nihol
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BapviaHTb1 movmMeHeHR

- DMZ >
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CyHam

 SPTrunking - BoaMKHOCTL PaboTbi ¢ orepaTopami SIP TenedhoHa 1 CTopoHHAVM C1CTEMBMA
* Renote Worker - maogrio-HeH/e KrveHTos 1B nyerHbIX cetev 6es VAN

* TLS umpposaH/e YIPpaBHHLLYX COeOyHEHM

« TURN/STUN obecrievere BoaMaKHOCTU poxarkoeHA RTP uepes Bee yposH NAT

« HITP Reverse Proxy - mooxrro-eH/e K BHyTpeHHM pecypcaM o rpotokanam HITPHITPS o
yOAneHHb X KIVeHToB

* \ideo Services FDD]WOHI/Ey.DaJ'EH-bD( armapaTHb X BYaeoTepMaaoB XI m OUcepmic
noaaekKov rpotokonos BFCP 1

* SigVh BCTPoEHHb M CKPITTOBL M S13b K 175 MBHATYTFILYM 3aranoBKaMA U pacLLpeHysMA (Harpuvvep,
P SP coobLLeHM

« Topology Hding cokpbm/e BHyTpeHHeV Tononorm [y BCex BHELLHAX MoOKIHoHeHM

= Nihol



1P HeMHOMO chyHKLM

* Presence Services obecreswBaeT hyHKLIOHA0BaHAA Presence ars yoaneHHbIX
KIVEHTOB C KOpPeKTHbM NepeorpenerieH/eM aipecoB CEpa1cos B Cry»xebHoM obMeHe

* SPREC noorrro-eHve cucteM sarven K ASBCE

* Transcoding - nepekoayposaHe RIP Ha neTy ¢ NoMoLLLHO KaK BCTPOeHHbIX CPpeacTs,
TaK U MoK Ho-aeMoro BHelLHero Media Server

* Transrating - vamMeHeH/e paavepa raxeTos RIP Ha nety O\ aparmaLym K CETeBbM
YCIoB/AM
* Call Preservation BOSMOKHOCTb COXPaHATL CECCHO MM BbIXOLE M3 CTPOSA OOHOM V3
BHyTPeHHX Session Manager
« Dynaic licensing — ppHaM/MECKOe pacrpeneneH/e MMLIEHIMA MEXKITY HECKOMBKMM
SBC B 3aB/CMMOCTU OT UX COCTOSHV/A
* L DAP-based-SS0 BosMKHOCTL NepeHanpaBUTb Ay TeHTUCIVKALWAO QAMAH/CTATOP0B
Ha BHELLH/e pecypcbI Mo rpotokary LDAP
= Nihol




Jiersvpoeane: Stlandard Services

 BEMS Hement Managenent System craft interface HA (Active-Active)
«  Advanced UC Security: Toll Fraund, Call Walking

* Deep Packet Inspection (9P and Media)

»  DoS/DDoS (flood, resource hang/open transaction, crash/fuzz)
« A0LMhite/Back listing

9P Normalization - [TSPintegration

* (Call admssion control

 DIMFmanipulation

 Network Address Traversal (NAT)

« RRC5853 Conpliant

« VLANRouting

 Media Anchor Release

« Multi Tenancy (BMS Managenrent included)

* Load Balanaing

* Muitiple interface Suppart

 Muiltiple subnet support

* |Pv6 dual stack support

+ ENMRouting support w Nihol



Jersvposanve: Advanced Services

* Rermote Worker validate and securely support renote/nobile users for Avaya Aura
LC services

* VPN-less Suppart bath near and far end NAT

 Suppart Avaya hard and soft clients per solutions tested conpatibility metnx

9P One-x Agent Suppart

* Encryption Services SPTLS sRIP

» Sgnaling only encryption

 Media Forking to recarding devices, SPREC

* (ODgeneration

« Support for STUNTURN - WebRTC support

* Reverse Proxy

= Nihol



License featura

Description

VALUE_SBCE_ADV_HA_SESSION_1

Specifies the number of advanced service HA
session licenses.

VALUE_SBCE_STD_SESSION_1

Specifies the number of standard session licenses.

VALUE_SBCE_PREM_SESSION

Specifies the number of premium session licenses.
Premium licenses are required when using Microsoft
Teams.

VALUE_SBCE_STD_HA_SESSION_1

Specifies the number of standard service HA session
licenses._

VALUE_SBCE_PREM_HA_SESSION

Specifies the number of premium service HA session
licenses. Premium licenses are required when using
Microsoft Teams.

VALUE_SBCE_ADV_SESSION_1

Specifies the number of session licenses for remote
waorker, media recording, and encryption.

) nNote:
¥ou must buy and deploy a standard session license
with every advanced license feature.

VALUE_SBCE_VIDEO_CONF_SWVC_SESSION_1

Specifies the number of Avaya Meetings Server
video conferencing session licenses.

VALUE_SBCE_VIDEO_CONF_HA_SWVC_SESSION_
1

Specifies the number of Avaya Meetings Server
video conferencing HA session licenses.

VALUE_SBCE_VIRTUALIZATION_1

Specifies that the download of virtual system
installation files for ViMware, KM, Amazon Web
Semnvices, and Microsoft® Azure is permitted.

VALUE_SBCE_CES_SVC_SESSION_1

Specifies the number of Client Enablement Services
session licenses.

VALUE_SBCE_ENCRYPTION_1

Specifies that both media and signaling can be
encrypted for Avaya SBCE. This license is required
when using any advanced licenses.

VALUE_SBCE_CES_HA_SVC_SESSION_1

Specifies the number of Client Enablement Services
HA session licenses.

FEAT_SBCE_HIGHAVAILABILITY_CONFIG_1

Specifies the configuration of HA for the setup.

VALUE_SBCE_TRANS_SESSION_1

Specifies the number of transcoding session
licenses.

FEAT_SBCE_DYNAMIC_LICENSING_1

Specifies that dynamic or pooled licensing is
permitted for Avaya SBCE. The quantity of this
license must match the guantity of standard licensing
in the system being managed.

VALUE_SBCE_TRANS_HA_SESSION_1

Specifies the number of transcoding HA session
licenses.

VALUE_SBCE_RUSSIAN_ENCRYPTION_1

Specifies Avaya SBCE encryption only for signaling.

VALUE_SBCE_NG911

Specifies the number of AMR-WB codec licenses.

WALUE_SBCE_ELEMENTS_MAMNAGED_1

Specifies the maximum number of Avaya SBCE
elements managed.

VALUE_SBCE_NG911_HA

Specifies the number of AMR-WB codec HA
licenses.




CCaaS — 3710 contact center as a service, OH e KOHTAKT-LUEeHTP Kak ycayra. 3To 061a4Hbli COPT, KOTOPbLIM MOXKHO
MCMOb30BaTb A1A BXOAALLMX M UCXOAALLMX BbI3OBOB; CBOEro POAa KOHTAKT-LEHTP B MUHTEPHETE, @ HE Ha /IOKa/IbHOM
cepBepe B opuce. Ero 3aa4a — mMapLIpyTU3aLMA KOHTAKTOB 1 OTCEXMBAHME B3aUMOAENCTBMA C KAMEHTAMM; A LEb
— AaTb Bu3Hecy TexHOoNorMK Ana paboTbl 6e3 3HaYUTEIbHbIX MHBECTULMI UK 3aTPAT Ha 0O6CAyKMBAHME.

BU3HEC CCaaS
OnepaTopbl

O6na4yHbI KOHTaKT-LLeHTp:

QE ,,,,,,,, - IP-TeneoHus
E - YaTbl M MECCEeH/)Xepbl

- aHal/IMTUKa U OTHETD!

MWUP

Internet

= Nihol



UCaa$s

Conferencing

prea

Communications
Enablement

Session

Mopenb UCaaS 1 ee KOMNOHEHTbI Telephony Management

YHUUUMPOBaHHBIE KOMMYHUKaUMK (UC) — 3TO CNOXHOE coYeTaHWe pa3nuyHeIX cnocoboB
KOMMYHUKaLUMK, KOTOPLIE COBPEMEHHEIA DIaHeC ucnonkayeT anA pabotel. K koMnoHeHTam UC mo;

OTHECTH:
System

Instant Management

Messaging

« AYOMO0- W BUOEOKOHDEPEHUMW (B TOM YKUCTE, Yepel BeD-KoHDepeHLuu);
o TENeOoHUK,
o uatel SMS n MMS; Presence
» COBMECTHOE UCMONL30BAHWE (DANNOB U 3KpaHa;

o 3MEKTPOHHYIO U TONOCOBYH NOYTY:

* YNpaBNeHne KOHTAKTAMW W BbI30BAMMU,

* PACMO3HABAHUE PEYH;

w Nihol
s WHCTPYMEHTHI NA COBMECTHOWM paboTh. 1no



CKaIBKOo M KaKMX JLIEHBM HYy)KHO ?

* lcnonb3oBaHue HMLI,eH3Mﬁ UHKPeMeHTaJibHOE

 Hanpumep 3 remote worker ¢ TLS wnoposaHmem u Bce 3
3anucbiBatoTca ¢ ucnonbsosaHnemM SIPREC lNMoTpebyeTca 3
CTaHgapTHbIX nuueH3un n 3 advanced.

* CucteMa c 20 SIP trunks 6e3 wngposaHus, 10 ns KotTopbix
nmwyTtca U 2 Remote Worker notpebytoT cymMmapHo 22 standard
n 12 advanced nuueH3unmn

* 500 SIP trunks 1000 Remote users notpebytoT 1500 standard u
1000 advanced nuueH3unn

* EcTb nuueH3umn gna sToporo cepeepa SBC Standard HA,
Advanced HA

= Nihol



[ vy KoHbUrypaLym

PPM Mapping

Profile

Subscriber and Server Flow Reverse
Proxies

Y
I XMPP Relay
: Service
Topology Server Routing Signaling Media End-Point
Hiding Config Profile Interface Interface Policy Group

1
] l
| Int%rxtf)i{le(mg H URI Group | App Rule Border Rule | Media Rule “ Security Rule \

Signaling Rule

= Nihol
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Cnacubo 3a BHMMaHUe!

Y3b6ekucrtan, r. TawkeHTt, 100187, yn. UHTM30p, 26,
' pynna komnaxuit NIHOL

@ (998-71) 208-58-44, 208-58-45, 208-58-48, 266-58-46,
266-58-47

@ info@nihol.uz



