Endpoint Security

PROS2

AHTUBMpYCHaNA 3aWMTa paboumx CTaHULUU U pacluMpeHHas
aHTUBUPYCHasA 3awWwuTa ana busHeca

Hoknag Cyxpoba bo3oposa
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PRO32 Endpoint Security

Be6-koHCONb ynpaBaeHWs
AZMVHUCTPVPOBaHME Ha OCHOBE TPy 1 NOAUTUK

LleHTpann3oBaHHbIN KapaHTUH

3almMTa KOHEYHbIX TOYEK
KOHTpOAb YCTPOUCTB N NPUAOXKEHNN

Beb-kOHTpOAb

3epkano obHoBAEHNN

[lpocToe pa3BepTbiBaHNE KOHEYHbIX TOYEK
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PRO32 Endpoint Security

AaMUHUCTpUpOBaHue

Ob6beanHeHne KOHEeYHbIX TOYeK B rpynrbl

CeFMeHTaLI,I/lFI npuMeHeHuna NOANTUK H6e3onacHoOCTH

NHanBuayanbHble agMUHUCTPATOPbI FPynmn

[MponpueTapHbIn, BeH-cepBep ¢ HU3KUMKN TpeboBaHNAMM
K pecypcam

Pa3Bepr|BaHme KOHEe4YHbLIX TOYeK t

YaaneHHada yCcTaHOBKa

Bo3mMoxkHa yctaHOBKa € NpeAHacTPOeHHbIMU NOJINTUKAMM
YcraHoBka yepe3 URL-agpec nam 31eKTPOHHYH NouTy
Push-yctaHoBka uepe3 Active Directory

Moaaep>KKa KNOHUPOBAHWA CUCTEMDI N - =
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PRO32 Endpoint Security

AHTVBMPYCHas 3almTa KOHEYHbIX TOYeK
CkaHMpOBaHMe B pexXxnmMme peanbHOro BpeMeHu
ObHapy>XeHne pyTKUTOB

3awmTa 3NeKTPOHHOU NOYTbI

3awmTa OT NporpaMmm-BbIMOraTenem
OTcnexunBaHme Kykn-oannos

3almTa OT 3KCNJIONUTOB

XocToBas cuctema obHapy>keHua BTopxxeHun (HIPS)

3awmnTa USB-ycTponcTs
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PRO32 Endpoint Security

bpaHamay3p

VIHTennekTyanbHbIn bpaHamaysp - ABTOMaTMyeckas HacTpomka
npasun goctyna B VIHTepHeT 13 oduca/3a npegenamm opuca.

BezonacHocTtb Wi-Fi noakntoueHunm
ABTOMaTM4Yeckoe obHapy>xeHune 1 BNOKMPOBKa ceTeBbIX aTak

OTcnexmBaHne BUPYCOB N TPOAHOB, MPOHMKAKOLWLNX Yepes
b6pay3epbl U KOMMNOHeHTbI ActiveX.
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PRO32 Endpoint Security

KOHTpPO/Ib YCTPOMUCTB U NPUNIOIKEHUN

YnpagneHve ¢ UICNOAb30BaHMEM UAEHTUGUKATOPOB
KNacCOB YCTPOWUCTB

BnrokupoBka ycTponcTsa. PaspelueHne YteHua 1/mam 3anmcu

Monutnka nogkntoveHmnsa Hoytobykos K Wi-Fi BHyTpu oduca
WK 3a ero npegenamu
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KoHTpoab 3anycka NpuaoXKeHU No NyTU NAK xeLly
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KoHTpob AOCTyna NpuUAOXeHUU B CETb/UHTEPHET



PRO32 Endpoint Security

Beb6-KOHTpOb

Pa3zpeweHne nan 6nokmposka URL-agpecoB ans pasHbIx
rpynn Nam KOHeYHbIX ToYeK

BHOKVIpOBKa A0CTyna K cautam no KaTeropmam

Pa3Hble npaBwia Ans pa6ou|ero 7 Hepa6oqero BpeEMEHW
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PRO32 Endpoint Security

PacwmnpeHHble pyHKLMM Be3onacHOCTH
MuHMManbHOE BAUAHME Ha NMPOU3BOAUTENbHOCTb
Mopaep>xxka Windows Server 2003 SP1 n Bbiwe
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PRO32 Endpoint Security
6a3oBan n paclumMpeHHas 3awumra

PRO32 PRO32

Endpoint Endpoint
Security Security
Standard Advanced

pa 6oumnx CTaHuvun
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CpaBHeHue PRO32 Endpoint Security
Standard v Advanced

y 4
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[etexkTnpoBaHne BUPYCOB, WNMUOHCKOro MO 1 GpUIINHIoBbIX atak . ¢
O6Hapy>keHue pyTKUTOB 1 NpOrpamMM-BbIMOraTeneu . .
Be3onacHbI NpocMOoTp canToBs (ckaHnpoBaHue URL-aapecos) . .
3awmTa 3NeKTPOHHOW NOYThI . o
NHTennekTyanbHbi bpaHamay3p co BCTpoeHHbIMK GyHKumamm HIDS/HIPS . o
KOHCO/Ib UeHTPann3oBaHHOro ynpasieHuna . °
3awmTa GannoBbIX CepBepoB . .
WHTerpaymsa c SIEM . .
KoHTpoab npuaoXeHnn .
3awmta USB-ycTponcrs o .
Beb6-punbrpbl (6BhokmpoBka cantos/punbrpanmsa Nno Kateropmam) . .




KOHconb % paBaeHna PRO32
Endpoint Security

OHa no3BoNsET yNpaBasATb BCEMM
HacTponkamn 6e30nacHOCTY, BKAKOYAA YCTAaHOBKY
NPOAYKTa Ha KJIMEHTCKMX KOMMbIOTEpPax, ynpasieHue
rpynnamu, NOAMTUKamMu, 3agavdamum, 06HOBAEHMAMMU,
aHTUBNPYCOM, BpaHaMay3pPOM, KOHTPOEM MPUAOXKEHWNN,
BeD-puabTpauven, ysegoMAeHNAMMN U T. 4.

Windows 7 SP1, Windows 8, Windows 8.1, Windows 10,
Windows 11, Windows Server 2008 R2 SP1, Windows Server
2012, Windows Server 2016, Windows Server 2019
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Knnent PRO32 Endpoint Security &

Ana pabounx craHyumn

Microsoft Windows XP (SP2 nau HoBee) [32bit], Windows 7,
Windows 8, Windows 8.1, Windows 10, Windows 11,

Ana ¢annoBbIX cepBepoB

Windows Server 2003 (SP1 unun HoBee), Windows Server
2008, Windows Server 2012, Windows Server 2016,
Windows Server 2019

1 GB (32-bit) nan 2 GB (64-bit) O3Y,
1 GB cBobOAHOIrO Mecta Ha aucke
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NMouemy PRO32 Endpoint Security

MuHUManbHOe
BPEMA NPOCTOA

MuHuMmanbHOE
BAMAHME Ha Cl:)
NPOW3BOAMUTENBHOCTL e [OTOB K Cambim
AKTyanbHbIM M HOBbIM
Bbl30BaMm
CropocTb Ay
cpabaTbiBaHWA "R
AL CoBpemeHHasn
=)= nabopaTopun
[peseHTUBHO®E pR032 TTT
AeTeKTMpOBaHWe @ .
noTeHUUanbHbIX Yrpo3 '\ EndPOII'It

HaCTPOWKW NpaBun
pearMpoBaHma

security @ NpeaenbHO TOHKKE

Ynobcreo E{j
MCNONb30BaHMA :
3awumra

. 0 ot 0-day aTak
MpocTol U NPO3paYvHbIn L_) %*;-':}

nepexol Ha peweHue

MpocTasa u BeicTpas

YCTAaHOBKA \ Nihol



= Nihol
PRO32 Endpoint Security

U,EHT DaJIN30BaHHOE yrnpaeJieHue

rrosz ENDPOINT SECURITY

Admenistrator

E ADMINISTRATOR Het 0f8MapyessiX yrpol 33 nocneaumne 24 waca Craryc GesonacwocTa
MNanens ynpasnesws
HAaCTPORKN KNMeEnTa
YNPBEENEHAS NPUNOKEHIAMKN

Hactpoitsn

AZWVIHUCTDHPOBINNE
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Satnomposarsti Be0-CaiT (URL-anpec) OOHIPYXEHA YSI3BNMOCTS

® MNpocmorp Ceagesind o Minyesrsan
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PRO32 Endpoint Security

U,EHT DAJINZ0OBaAHHOE yrnpaBJieHue

ez ENDPOINT SECURITY EETERED
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Onucarwe

Q @ 3AWMTA OT BHPYCOB M LMUOHCKMX Cramnposanue no QocTyny AMSI 3awmra 3annanipoBaT CKAHUPOBANME Vickniouenua 3awuTa nouTe!
FIROrPAMM

® BrniosaTs npu aocTyne

[ y :
& MOBEAEHHECKMA AHANN3 OAMAAHUE CKAHMPOBAHMA

il N ® Bce gaitn

e 3

ize BPAHIMAYSP O Astomariecn ngestnduymposars

() CranvpoBaTh TONLKO HCNONHAGMBIE W YAIBUMBIE Dainb!
@ OBHAPYKEHVE BTOPXKEHWA OGHapy»eHie WIMOHCHX ¥ PEXNaMHBLX NPOrPaMMm
() Craumposats dhaitns no cetu
@ BEB-OUNBTPALIMA [J Ovaagame npuopuTer pecypcar 0nepausonHoR CHCTems! NP 3anycxke KoMNbXTepa
DoHOBAR NPOBEPKE 3aNYU{EHHEIX NPOTPaMM

Y, 1 N7 Y "' - -
& YTEAGICME YCTROMCTEOM Lencrane ana ncnonHaemorn danna

5 ® Qunwats asTomaTeck
H H -~
2 OBHORNEHMA (U Otnpaeurs e kapaHTHs, €CNH OUXCTEA HE yAanacs

O Tonkro yBeaoMNATE, K NPHHUMATE ASACTEA
& PAIPEILEHUA HA KTMEHTE
[eictena Ana AOKyMEHToB

® Oumwyats aeTomaTiueckn
O OtnpaeuTs B KBPAHTUN, @CIIH CYKCTKE He yAanacs

() Tonesen vESROMNAETE NS MDMHUMETS DSUcTENN
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PRO32 Endpoint Security

Ll,EHT DaJIN30BaHHOE yhnpaeJsieHune

rrosz ENDPOINT SECURITY Administrator o8 0

#y BepHyTLCA K NaHen MOHKTOPHHIa

1l

ADMINISTRATOR Yeegomnenus - OGHapyXeHo n3MeHeHWe annapaTtHoro obecneyeHus

@ NaKens ynpasnesua KomnwoTep Mpynni IP - agpec Dara cobwmna Masenenme annapam....
Q . otm 192.168.56.1 Hon-17-2022 01:30 PM L BB:17:€
HacTponkn KnuexTa
Fpynna no yronuasmo 192.168.56.1 Hon-03-2022 11:15 AM 05:BB:1
Ynpasnexue NpUnoXeHHAMH
otm 192.168.56.1 Ox1-20-2022 12.03 PM D8:3E:8¢
O HacTponku
otm 192.168.56.1 Oxr-19-2022 0936 AM -05:8B:"
6 ALMUHUCTPHPOBIHNE
otm 192.168.56.1 Oxr-05-2022 0404 PM 05881
il orer otm 192.168.56.1 Cenr-29-2022 10:15 PM 05.88:1
otm 192.168.56.1 Cenr-29-2022 07:47 PM Manufa
otm 192.168.56.1 Cent-06-2022 02:10 PM y 05:8B:1
4 »
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Cnacub6o 3a BHUMaHue!



