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JKoCcuctema 6e30nacHoCTu:
ApXuUTeKTypa NnoJIHOro LuukKna

REINFORCED
STEEL FRAME

BHewWHUN 3alUTHBIU
KOHTYp: RIM-NIHOL

Cepsuc n b. Obecneumneaet
HeNpepbIBHYIO CEPBUCHYIO
nogaepxky, opuynanbHoe
NapTHEPCTBO C BeHOQopaMu

W BHEApPEeHWe NepeaoBbIX
cuctem UHpopmaLoHHOMN
besonacHoCTM.
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BHYTpPEeHHUN CTEepPXXEHb:
NIHOL-KOMTEX

CUCcTeMHbIN UHTEerpaTop.
OncTeMHbIN MHTErpaTop.
OTBeyvaeT 3a NpoeKTUpOBaHue,
co3fiaHne N MoAepHU3aLnIo
CNOXHEeNLWnX NporpaMmmMHo-
annapaTtHbiX [ T-komnnekcos
IT-KOMNNEKCOB Ha OCHOBE
AeTanbHoro aHanusa
BusHec-npoLueccos.
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STRUCHOM

LOCKING BOLT
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be3onacHoCTb HaLMOHaNIbHOIro MacLuTaba:
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3KcnepTM3a B PUHAHCOBOM CEKTOpeE
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LleHTpanbHbiil BaHk PY3:

McTopryecknini AKOpb TEXHONOTMYeCKOM
MogepHwW3auuy. BHegpeHne 0TKa30yCTOMYUBLIX
cucTem AnA MexbaHKOBCKMX nnaTexen.
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Hamkorbank:
MNocTpoeHne 1 BHEQPEHWE KOMIMTEKCHOW

" cUCTeMbl MHHOPMAaLMOHHOM 6830NacHOCTK
! (3aWwmTa dMHAHCOBLIX aKTWUBOB).

Anor Bank:
A0po uMppoBOK TpaHCHOpPMaLMK.

PazsepTbieaHune runepkoHeepreHuyuu (HCI) m
! pewexnid Check Point gna BcecTOpOHHER 3alLMThl.
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YanpomcTpoibank (SQB):
[TocTpoeHne molHoro IT-gpyHgameHTa.

KpynHaa mogepHU3aUma LLeHTpa
! obpaboTku gaHHbix (LOMO).
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NetApp: Camoe 3aliuLieHHoe XpaHnuLle AaHHbIX B MUpe
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EAMHCTBEHHbIU Bell'-inop
KopnopatuBHbIX CX,

Il " cepTHCIJHLI,MPOBaHHbIH ANA XpaHeHus
l""_' s CBepxceKpeTHbIX (top-secret) |
S naHHbIX B NO6LIX cpeaax.
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MHpacTpykTypa, CrpoekTUpOBaHHasA BLIAEPAKWBATL aTaki Ha YPOBHE rocyAapcTs, Tenepb A0CTYNHAa Ans Ballero buaHeca.




ABToHOMHbIN Al-Papap: B 2\
Autonomous Ransomware .
Protection (ARP)

[epBOe B MUpe BCTPOEHHOE HENMOCPEACTBEHHO
B CX[] pelueHne Ha 6a3e MCKYCCTBEHHOIO
NHTENNeKTa Ana obHapy>XXeHUsi aHOMann B
peanbHOM BPEMEHM.
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F] >99% TouHoCTb O6HapYKEHNs

| BblsiBneHue atak Ha ocHoBe WudpoBaHus pannos
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| MrHoBeHHOe pearnpoBaHue
|- | ABTOMaTMyecKoe Co3jaHe 3alMTHOTO CHUMKE :
| £ | cucTeMbl Npy NOATBEPXKAEHUM NOAO3PUTENBHON —i
o @KTMBHOCTK 6e3 yyactuAa YenoBeka. ~ail




3alluTa oT yaaNneHus:
HeunsamMeHsieMblie Konuu
Snapshot n SnapLock

MrHoBeHHOE co3laHne annapaTHO-HENn3MeHAEMbIX
(tamper-proof) konuii faHHbIX.
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Textonorus WORM (Write \\.
-| Once, Read Many):

HaHHble BNOKKPYHOTCA Ha
annapaTtHom ypoeHe. HUKTO —
faxe aaqMWUHUCTpaTop ¢

|| NonHbIMKU NpaBaMW — HE MOXKeT
M W3MEHWTb WNW YOaNKUTb X 00
MCTEYEHWA CPOKa.
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PErynaTopHbIM
TpeboBaHWAM
= GWHAHCOBOro

He#lTpanusauusa yrposbi:
3NOYMBIWNEHHWK TepAeT
-l rnaBHbIA pPbidar gaeneHwA, Tak =
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CEKTOPA.

, I : I 5, : I.""._!;.:II:"L. P -- : | '- -- | - e I.. pe '-. o .-' I|III [l 4 = ’
ARNWCRATR ] |\ SR e Compliance:
t B\ \_3 ' Y~ 5| MonHoe cooTBETCTEME
i .. - L Ny y/ | | 0 v - |l CambIM CTPOrMM

A

D

Z

S

KaK BalUM UCXOAHbIE faHHble | ~YT

‘f—; ARENNNRNRS

OCTalOTCA B NOMNHOW 4 N
6e30nacHOCTH. :
I - S
| -+ |




MHoroypoBHeBbiU 6apbep: CKkBo3Hoe wudposaHune, MFA n MAV

Defense-in-Depth Tunnel
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E Multi-Admin veriﬁcatiul-iz T% '

(MAV) -

MpuHUMN «gBYX KNkoYeiy. Tobble
KPUTMYecKue AeicTBuA (Hanpumep,
yAaneHuwe ToMoB) TpebyoT He3aBHMOro
 NOATBEPXAEHUA OT HECKONbKUX
- agMuHucTpaTopos. A6ConioTHan

- 3aluMTa OT BHYTPEHHEro Bpara.

[n] i
MHorogakTopHaas
ayteHTudpukauusa (MFA)

- Bnokupoeka gocTyna npu :
~ KOMMpomeTauuu 6a30BbIX YYETHLIX |

B

__sanucen agMWHNCTPaTOopPOB.

£
CkBoO3HOe WwudposaHne
3aly1Ta JaHHbIX B COCTOAHUM MOKOA i
(NVE/NSE) v npu nepepnaye. [laxe
NPU PU3UYECKON Kpaxe JMCKOB

e
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~_flaHHble 0CTaloTCA HeYnTabenbHbIMM. |




ONTAP One: lNonHbiv
apceHan 3aluThbl
B OQHOW NMNLUEH3NN

CaMmbliil NOMHbIN B OTpacnu
nakeT NporpamMmmMHOro
obecnevyeHus ans
ynpaBneHus 1 3awnTbl ga
BKIHOYEHHbIN NO

yMOMYaHUio. { NN =

Hukakux cKpbITbIX naTeXew, CII0XHbIX CXeM NIMUEH3UPOBaHUA UK
AONONHUTENbHbIX Moaynen. BcAa MoUb 3KOCUCTEMb BKITHOYEHa cpasy.
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NIHOL — Ball cTpaTermdyecKumu
MapTHep No KN6epycTonumBoCTI

[OTOBbI 06CYAUTb, KakK apxutekTtypa NetApp MoXeT
rapaHTUpoOBaThb 6€30nacHOCTb BallnX PUHAHCOBbIX aKTUBOB.
HauyHUTe Ball creayroWnit NPOEKT C HapeXXHbIM NapTHEPOM.

pynna komnaum NIHOL
Web: nihol.uz
Email: info@nihol.uz
TenedoH: (+998 71) 208 5844 |

JN1hol | FNetApp
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